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• Joined in 2015 - Launched WICL

INTRODUCTIONS
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BIG DATA

• WHAT IS BIG DATA? 

• HOW IS BIG DATA USED? 

• THE GOOD, THE BAD, THE UGLY 

• TWO WAYS TO THINK OF BIG DATA 
• PANOPTICON 
• CAPTURE MODEL 

• HOW THEN OUGHT WE TO LIVE?



Big data is a broad term for data sets 
so large or complex that traditional 
data processing applications are 
inadequate. 

There is so much that it is hard to 
capture, store, curate, analyze, 
search, share, transfer, visualize, and 
keep it all private.

WHAT IS BIG DATA?

https://en.wikipedia.org/wiki/Big_data https://www.google.com/about/datacenters/inside/streetview/

https://en.wikipedia.org/wiki/Big_data
https://www.google.com/about/datacenters/inside/streetview/


Big data is also a business term that 
means using lots of data to do 

smarter 
faster 

more insightful 

data analysis

WHAT IS BIG DATA?

https://en.wikipedia.org/wiki/Big_data https://www.google.com/about/datacenters/inside/streetview/

https://en.wikipedia.org/wiki/Big_data
https://www.google.com/about/datacenters/inside/streetview/
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• Microsoft Excel crashes 

• The data cannot fit in the memory of 
one computer 

• The data cannot fit on the disk of 
one machine 

• It would take several days, months, 
or years to process the data

SYMPTOMS OF BIG DATA

https://www.behance.net/gallery/12927095/Work-in-progress-bars

https://www.behance.net/gallery/12927095/Work-in-progress-bars


• Microsoft Excel crashes 

• The data cannot fit in the memory of 
one computer 

• The data cannot fit on the disk of 
one machine 

• It would take several days, months, 
or years to process the data 

• You are using words like terabytes, 
petabytes, exabytes to describe your 
data

SYMPTOMS OF BIG DATA

1 terabyte is 1,099,511,627,776 bytes1 exabyte is 1,152,921,504,606,847,000 bytes1 petabyte is 1,125,899,906,842,624 bytes
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WHERE DOES BIG DATA COME FROM?

http://www.kurzweilai.net/googles-self-driving-car-gathers-nearly-1-gbsec

Google self-driving cars create 45 GB per minute

http://www.kurzweilai.net/googles-self-driving-car-gathers-nearly-1-gbsec
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• Data Generation 

• users are browsing, buying and reviewing products

WHAT HAPPENS WITH THAT DATA
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• WHAT IS BIG DATA? 
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• Search engines 

• Better inventory control - things are on the 
shelves 

• Automatic translation 

• Transformations in genetic and 
pharmaceutical research 

• Traffic rerouting 

• Targeted advertising 

• “Remind me to get milk on the way home” 

• Sex offender bracelets 

• Software project management 

• Tracking food or hazardous waste

GOOD BIG DATA



https://flic.kr/p/qSqFYA

"How Target Figured Out A Teen Girl Was Pregnant Before Her Father Did" Forbes.com

https://flic.kr/p/qSqFYA
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#7ad37a876668


• When sensitive data is discovered without 
your consent, the potential for coercion 
multiplies  

• Chinese citizen control

BAD BIG DATA



• When sensitive data is discovered without 
your consent, the potential for coercion 
multiplies  

• Chinese citizen control 

• Revealing alcohol purchases

DISCONCERTING BIG DATA



IT’S GETTING PHYSICAL
• Increasingly this data is being generated by physical 

processes not online processes 

• Your license plate is read and automatically analyzed 

• Your ATM transaction anchors you to a location 

• Your phone checks in with a cell tower leaving a 
pattern of location 

• Your fit bit records location and activity levels

UGLY BIG DATA
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PANOPTICON

Jeremy Bentham

https://en.wikipedia.org/wiki/Jeremy_Bentham

https://en.wikipedia.org/wiki/Jeremy_Bentham


PANOPTICON

https://www.cctvcamerapros.com/HD-Security-Cameras-s/655.htm

https://www.cctvcamerapros.com/HD-Security-Cameras-s/655.htm


IN THIS VIEW
• Big Data is about being watched / visual metaphor 

• Collecting data is bad for the surveilled 

• Collection is non-disruptive 

• Data is centralized 

• There are “files” on you 

• Territorial 

• Not okay to have a camera *here* 

• Implies the reorganization of movement to increase or 
decrease surveillance  

• surveillance is internalized

PANOPTICON
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IN THIS VIEW
• Big Data is about computational understanding 

• Trying to understand what are meaningful events 

• Collecting data is good for the surveilled 

• Data must be parsed, synthesized and reconstructed 

• Data is distributed 

• Correlating data is the goal 

• Encouraged to “Link your profile to Twitter” 

• Surveillance is piggy-backed and it grows 

• Implies the reorganization of work to increase efficiency 
and further capture 

• Your legibility to the system is internalized

CAPTURE MODEL



CAPTURE MODEL



https://flic.kr/p/qSqFYA

 PANOPTICON OR CAPTURE ?

https://flic.kr/p/qSqFYA
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#7ad37a876668


PANOPTICON
• Ideological/Social Freedom is suppressed 

• Social diversity is our best source of resilience to 
future crises 

• We lose our reasonable ability to control our self-
presentation to others 

• We lose our ability for political dissent

WHAT ARE THE RISKS?
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CAPTURE MODEL
• Intellectual/Imaginative freedom is suppressed 

• Every physical move speaks a grammar of action 
which triggers a cascade of digital events  

• which cost money 

• communicate to other systems 

• You no longer have any space to think 

• You can’t read a book without generating a trail 

• You can’t go places without impacting your citizen 
score etc. 

• Every action can be monetized

WHAT ARE THE RISKS?





BIG DATA

• WHAT IS BIG DATA? 

• HOW IS BIG DATA USED? 

• THE GOOD, THE BAD, THE UGLY 

• TWO WAYS TO THINK OF BIG DATA 
• PANOPTICON 
• CAPTURE MODEL 

• HOW THEN OUGHT WE TO LIVE?



WE MUST ACTIVELY 
PURSUE AND SUPPORT 
LEGISLATIVE ACTION 
TO PUT REASONABLE 
LIMITS IN PLACE 

THIS WILL NOT BE SOLVED BY TECHNOLOGY

WE DON’T WANT TO BE PREY BEING 
STALKED BY TECHNOLOGY 



• Submit 

• Disappear 

• Rebel 

• Lie 

• Resist 

Easy now, but in 
the long run you 

lose your freedom

HOW THEN OUGHT WE TO LIVE?



HOW THEN OUGHT WE TO LIVE?

• Submit 

• Disappear 

• Rebel 

• Lie 

• Resist 

No longer possible. 
Between smart phones, 

global finance, and 
video cameras you can’t 
reasonably go off-grid 

indefinitely 



• Submit 

• Disappear 

• Rebel 

• Lie 

• Resist 

Active law breaking is 
unlikely to find any 
sympathy because 

people rely on these 
systems to live

HOW THEN OUGHT WE TO LIVE?



• It is clear and adamant that the God of the Bible hates 
lying 

• It is explicitly stated (Proverbs 12:22) 

• It is rooted in corruption and aligns you with evil 

• The fear of losing personal esteem 

• The fear of physical harm (Peter’s disowning Jesus) 

• #Jesus 

• However, “it is possible to be a person who fears the 
Lord, walks by faith, and yet feel constrained in 
extreme, life-threatening situations to oppose evil by 
lying intentionally.” -John Piper 

• Protection of the powerless 

• Rahab, Egyptian midwives 

• Protection of Jews during the Holocaust

LYING CONSIDERED HARMFUL

http://www.desiringgod.org/messages/speak-truth-with-your-neighbor#excerpt-audio

http://www.desiringgod.org/messages/speak-truth-with-your-neighbor#excerpt-audio


IS LYING TO A 
DATABASE THE SAME 
AS LYING TO A 
PERSON?



• Submit 

• Disappear 

• Rebel 

• Lie 

• Resist 

Extremely difficult to 
justify

HOW THEN OUGHT WE TO LIVE?



• Submit 

• Disappear 

• Rebel 

• Lie 

• Resist 

Opt-out when you can 
Mess with your data when 

you can’t 
Don’t make it easy

HOW THEN OUGHT WE TO LIVE?



• Install Browser Extensions 

• HTTPS Everywhere 

• resists ISP/Network 
monitoring of web work 

• Privacy Badger 

• resists website monitoring of 
you via cookies 

• TrackMeNot 

• resists profiling based on web 
search behavior 

• Turn on “Do not track” on your 
browser 

• Consider a VPN 

• Resists ISP visibility of any 
network action

RESISTANCE - DESKTOP COMPUTING



• Use Signal app for communications 

• Resists monitoring of mobile 
communications 

• Use a VPN 

• Prevents your cell-phone company 
from monitoring your network 
behavior 

• Turn off all application access to  

• location 

• microphone 

• contacts 

• camera 

• except those that you know 
critically need it

RESISTANCE - MOBILE COMPUTING



• Send your phone on a holiday 

• Turn it off 

• Let other people carry it when you don’t need it 

• Create plausible deniability 

• Physically block your cameras 

• Mess with loyalty cards 

• Use someone else’s phone number at the store 

• Trade Plenti cards 

• Register a Starbucks card on your account and then 
trade it with someone else 

• Use incognito mode on your browser (protects against 
people who get access to your computer)

RESISTANCE - EMBODIED COMPUTING



• Record and play fake conversations when you aren’t 
around and see if advertising changes 

• Resists OK Google, Siri, Amazon Echo 

• Dirty your data 

• Go on a fake vacation on Facebook 

• Change your demographics on Social Media 

• Celebrate the 4th of July 

• by deleting all of your web browser cookies for the 
year all at once 

• Misspell your name on forms and track how your 
information is traded

RESISTANCE - HAVE FUN WITH IT



• Surveillance and Capture: Two Models of Privacy  

• Philip E. Agre Information Society 10(2): 101–127. April–June 1994.  

• UCI Informatics 141 Notes by Patterson & Bidyuk 
• https://sites.google.com/site/bozhenabidyuk/teaching/spring-2015/cs-121-

in4matx141 

• “How Target Figured Out A Teen Girl Was Pregnant Before Her 
Father Did” 
• https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-

teen-girl-was-pregnant-before-her-father-did/#7673e57a6668 

• “How Companies Learn Your Secrets” 
• http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html?

pagewanted=6&_r=1&hp 

• “China’s plan to organize its society relies on ‘big data’ to rate 
everyone” 
• https://www.washingtonpost.com/world/asia_pacific/chinas-plan-to-organize-its-

whole-society-around-big-data-a-rating-for-everyone/
2016/10/20/1cd0dd9c-9516-11e6-ae9d-0030ac1899cd_story.html?

FOR FURTHER READING

https://sites.google.com/site/bozhenabidyuk/teaching/spring-2015/cs-121-in4matx141
https://sites.google.com/site/bozhenabidyuk/teaching/spring-2015/cs-121-in4matx141
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#7673e57a6668
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#7673e57a6668
http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html?pagewanted=6&_r=1&hp
http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html?pagewanted=6&_r=1&hp
https://www.washingtonpost.com/world/asia_pacific/chinas-plan-to-organize-its-whole-society-around-big-data-a-rating-for-everyone/2016/10/20/1cd0dd9c-9516-11e6-ae9d-0030ac1899cd_story.html?utm_term=.ff41dffea44b
https://www.washingtonpost.com/world/asia_pacific/chinas-plan-to-organize-its-whole-society-around-big-data-a-rating-for-everyone/2016/10/20/1cd0dd9c-9516-11e6-ae9d-0030ac1899cd_story.html?utm_term=.ff41dffea44b
https://www.washingtonpost.com/world/asia_pacific/chinas-plan-to-organize-its-whole-society-around-big-data-a-rating-for-everyone/2016/10/20/1cd0dd9c-9516-11e6-ae9d-0030ac1899cd_story.html?utm_term=.ff41dffea44b


• EPIC: Privacy and Consumer Profiling  

• https://epic.org/privacy/profiling/

FOR FURTHER READING

https://epic.org/privacy/profiling/


THANK YOU!



• Cell phone super cookies 

• Toll booth transponder 

• Cell phone connections to towers 

• Wifi connection 

• Shopper cards 

• Credit report 

• Facebook Messenger conversations 

• Your facebook emotes 

• Your use of web browser 

• Across multiple devices as you log 
in 

• When you swipe a credit card 

• When you read a QR code

HOW ARE YOU TRACKED

• License plate



• Objects are often proxies for people 

• We have models of representations that fail short of reality 

• context is lost and data that is captured may present a 
picture of the world which is not as the world actually is 

• This is a risk

NOTE ON TRACKING PEOPLE VS OBJECTS



• A Selfie is self-surveillance 

• high volume 

• controlled 

• presents a specific view of self 

• that swamps the automatically curated and 
publicized data of self

THE SELFIE AS A RESPONSE TO 
SURVEILLANCE



• The capture model erodes the idea that we are 
interacting with a computer at defined moments. 

• Moments which we used to choose 

• Moments which we used to be able to opt-out of 

• Moments for which we understood the 
implications

THE HUMAN COMPUTER INTERACTION IS 
LOST



• Privacy isn’t just about keeping our data to ourselves 

• It is also about our existence as social beings and our 
desire, perhaps right, to control our presentation and 
decide what our identity is

WHAT’S THE POINT



• Anonymous really isn’t 

HIDING

https://arstechnica.com/tech-policy/2009/09/your-secrets-
live-online-in-databases-of-ruin/


